UBND TINH DAK LAK CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN & TRUYEN THONG Pgc 1ap - Tw do - Hanh phuc

S6: 1883 /STTTT-CNTT Pak Lak, ngay 13 thang 09 nam 2024
VIV trién khai cac ndi dung trong Bao céo sb
14/BC-CATTT ngay 10/9/2024 cua Cuc an
toan thong tin

Kinh guri:
- Céc s¢, ban, nganh cua tinh;
- UBND céc huyén, thi xa, thanh phé.

Ngay 10/9/2024, Cuc An toan thong tin, B Thong tin va Truyén thong
ban hanh Bao cdo so 14/BC-CATTT vé bao céo an toan thong tin mang Viét
Nam (Co bao cdo kem theo).

Qua xem xét cac ndi dung trong Bao cao s6 14/BC-CATTT, S¢ Théng tin
va Truyén thong d€ nghi cac co quan, don vi trién khai cac ndi dung nhu sau:

1. Chi dao bo phan chuyén mén thong tin tuyén truyén tdi nguoi dan duoc
biét thong qua cac phuong tién nhu bao, dai, Cong/trang thong tin dién tir vé€ cac
website gid mao cdc co quan, t6 chirc tai chinh, cdc ngan hang dé thuc hién
hanh vi Itra ddo ngudi dan.

(Théng tin Chi tiét website lira ddo tai phu luc kém theo).

2. Tiép tuc ra soat cac 16 hong anh huéng cao va nghiém trong dén hé
thong thong tin thudc pham vi quan 1y cia cac co quan, don vi.

(Théng tin chi tiét cdc 16 héng cao va nghiém trong tai phy luc kém
theo).

Vé két qua thuc hién ra soat cac 16 hong cao va nghiém trong c6 nguy co
anh huong t6i cac hé thdng thong tin, d& nghi cac co quan, don vi giri bao céo
két qua ra soat, kiém tra va khic phuc vé So Thong tin va Truyén thong qua dia
chi thu dién tir nguyencv@tttt.daklak.gov.vn chiam nhat frwde ngay 20/9/2024,
dé tong hop bao cdo Cuyc an toan thong tin, Bo Thong tin va Truyén thong.

Véi cac noi dung trén, S& Thong tin va Truyén thong kinh dé nghi cac co
quan, don vi khan truong trién khai, thyc hién./.

Noi nhin: GIAM DBOC
- Nhu trén;

- UBND tinh(b/c);

- Cuc An toan thong tin(b/c);
- Lanh dao S¢;

- DAKLAKIOC(t/h);

- Luu: VT, CNTT.




Phu luc

THONG TIN CHI TIET VE WEBSITE GIA MAO VA LO HONG CAO
NGHIEM TRONG NGUY CO ANH HUONG HE THONG THONG TIN
(Kém theo Cong van sé6 188¥STTTT_CNTT ngay 13 /09/2024
ciia 86 Théng tin va Truyén théng)

1. Danh sach website gia mao

Website gia mao Ghi chu

1 https://amazonl4[.]Jcom Website gia mao Amazon

Website gia mao Bao hiém Xa

2 https://vssid[.]pdd :
ps:/lvssid[.]Jpddgov[.]Jcc hoi Viét Nam

3 https://www[.]Jgovn[.]Jcc Website gia mao By Coéng An

: o Website gia mao Cong ty co
4 https://ggiao[.]hangtietkiem[.]Jcom © fl e,gla R gwy
phan giao hang tiét kiém

https://www[.]Jgiachangtietkiem247[. | Website gia mao Cong ty co

> Jcom phan giao hang tiét kiém

6 https://www][.]cct- Web§ite gia mao C(A,)ng ty co
giaohangtietkiem[.]Jcom phan giao hang tiét ki¢m

. https://dichvul.]Jcongtygiaohangtietki Website gia mao Cong ty co

emvn[.]Jcom phan giao hang tiét kiém

: . Website gia mao Cong ty co
8 https://giaohangtietkiemvn[.]Jcom \ g O gmy
phan giao hang tiét kiém

: Website gid mao Cong ty cd
9 https://nhanvienghtk[.]Jcom © fl © _gla rr}ao .c:ngmy ©°
phan giao hang tiét kiém

https://vn[.]Jcongtygiaohangtietkiemv Website gia mao Cong ty co

10 A . \ <A *A
n[.Jcom phan giao hang ti¢t kiém

] . Website gia mao Cong ty co
11 https://giaohangtietkiem?247].]top & i £y

phan giao hang tiét kiém

Website gia mao Cong ty Tai
chinh TNHH MTV Home Credit
Viét Nam

https://www/[.]dautuphattrienvnfic[.]c
om

12



https://giaohangtietkiem247.top/

13 https://dienmayxanh389[.Jcom Website gia mao Pién may xanh
Website gid Kho bac Nha
14 https://kbthuhoivontreo[.]Jcom ehstic Sl ma(,) © bac Ha
nuwoc
15 https://acb[.]Jchamsocthekhachhang- Website gia mao Ngan hang
tructuyen-thang8[.Jcom|[.Jvn TMCP A Chau
16 https://acb[.]Jchamsockhachhang- Website gia mao Ngan hang
uudaithetructuyen-thang8].]online TMCP A Chau
: : Website gié Ngén hé
17 https://baovietn[.]vip eOSTE Eld maf) g,ajn e
TMCP Bao Viét
: Website gia Ngén ha
18 https://www/[.]baovietvay[.]Jtop eostie gl maf) g,?n ne
TMCP Bao Viét
Website gié Ngan hé
19 https://www][.]baovietin[.]top eostie gla ma? g,ajn ne
TMCP Bao Viét
: Website gié Ngan ha
20 https://www][.]baovietvc|.]top eostie ela ma? g,a:n ne
TMCP Bao Viét
91 https://ocb[.]hotrokhachhang- Website gia mao Ngan hang
tructuyenthe[.]Jcom TMCP Phuong Bong
Website gia Ngén ha
22 https://vnsehotro[.Jcom eoSTiE Eld maOA gz}r,l ne
TMCP Quan doi
Website gia Ngén ha
23 https://mbbkh-canhan[.Jcom eostic Sl Mao Teall Hang
TMCP Quan doéi
Website gié Ngan hz
24 https://mmbonline01[.Jcom eostie £l maOA gilr,l ne
TMCP Quan doéi
Website gia Ngan ha
25 https://hotroOnline28[.]Jcom eostie gl maOA gil,q ne
TMCP Quan doéi
26 https://vib[.]Jcham-soc-the-truc- Website gia mao Ngan hang
tuyen[.Jcom[.Jvn TMCP Quéc té Viét Nam
Website gia an TMDT
27 https://lazada68[.]Jcom COSIIE Bla A0 San
Lazada
Website gia an TMDT
28 | https://hethongnoibol.]bio[.]link eoSIte Sla a0 san
Lazada
i i . Website gia an TMDT
29 | https://hethongnoibol.]bio[.]link EOSILE £la mao sal

Lazada



https://www.baovietvc.top/
https://hethongnoibo.bio.link/

Website gia mao san TMDT

30 https://taichinheximbak[.]Jcom Ngan Hang TMCP Xuat Nhap
Khau Viét Nam
Website gia mao san TMDT
31 https://sendotv][.]sho )
g L.Ishop Sendo
. Website gig an TMDT
32 https://www][.]Jvnsendotv[.]vip COSIIE Bla Ao San
Sendo
Website gia an TMDT
33 https://sendovn[.]shop eOSIIe Sld Ao 5an
Sendo
Website gia mao san TMDT
34 https://www/[.]shopeesopp[.]Jcom )
ps://www[ Jshopeesopp[ ] Shopee
Website gia an TMDT
35 https://nuk36952s[.]Jcom COSIIE £1a a0 San
Shopee
Website gia an TMDT
36 https://sp61889p[.Jcom eoSIic £la Ao san
Shopee
Website gia an TMDT
37 https://558-558-559 Jcom eOSIIE BlA O San
Shopee
Website gia an TMDT
38 nzx65821s[.Jcom eOSIie Sld Ao 5an
Shopee
Website gia an TMDT
39 https://kpd63519s[.]Jcom eOSIIe Eld Ao san
Shopee
40 https://tdke03[.]Jcom Website gia mao san TMDPT Tiki
41 https://kyajl1[.]Jcom Website gia mao san TMDPT Tiki
42 https://tikinew][.]club Website gia mao san TMDT Tiki
43 https://tikijaj3[.Jcom Website gia mao san TMPT Tiki
44 https://tikicareers[.]vip Website gia mao san TMDT Tiki
45 https://sdfsshopl1[.]Jcom Website gia mao san TMDPT Tiki



https://kpd63519s.com/

m

46 https://www/[.]Jtikivn84[.]Jcom Website gia mao san TMDPT Tiki
47 https://tikimuasam24h[.]Jcom Website gia mao san TMDPT Tiki
48 https://sjfkull[.Jcom Website gia mao san TMDPT Tiki
49 | https://hethongtikicareers24h[.]Jcom | Website gia mao san TMDT Tiki
50 | https://hethongtikicareers24[.Jcom | Website gia mao san TMDT Tiki
51 https://sjfku88[.Jcom Website gia mao san TMPT Tiki
Website gia Van ph
52 | https://chinhphu[.]thongtincutrul.]org eoSIe gla,mao wanp ons
Chinh phu
: : Website gid Van ph
53 | https://chinhphu[.]Jdulieucutru[.]Jorg eoSIe gla,mao qanp ons
Chinh phu
54 https://vnviettel[.]Jcom Website gia mao Viettel
Website gia VNPT- Ta
https://vnpttechnology[.]weebly[.]co . eOSIe gl? mao_x A ap A
55 doan Buu chinh Vién thong Viét

Nam

2. L6 hong anh huéng cao va nghiém trong

Ma diém yéu/  SL may bi

16 hong anh huong

Ghi chu

1 | CVE-2022-26809 15468 https://nvd.nist.gov/vuln/detail/ CVE-
e 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6697 2023-21716
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2024-8035 5324
2023-8035
4 | CVE-2024-8198 2334 https://nvd.nist.gov/vuln/detail/ CVE-
2021-8198



https://vnpttechnology.weebly.com/
https://vnpttechnology.weebly.com/

CVE-2024-38223

2050

https://nvd.nist.gov/vuln/detail/ CVE-

2024-38223
6 | cvE-2024-7256 1844 https://nvd.nist.gov/vuln/detail/ CVE-
2024-7256
- | evE-2024-7550 1631 https://nvd.nist.gov/vuln/detail/ CVE-
2021-7550
8 | CVE-2024-7531 1595 https://nvd.nist.gov/vuln/detail/ CVE-
2023-7531
o0 | CVE-2021-40444 992 https://nvd.nist.gov/vuln/detail/ CVE-
2024-40444
https://nvd.nist.gov/vuln/detail/ CVE-
10 | CVE-2021-28310 781

2020-28310
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